m Microsoft Security

Microsoft Defender
Cloud Security Posture Management

Strengthen posture across multicloud and
hybrid environments with contextual security.

86%

of Cloud Security experts say their company needs to do more to improve their
cloud security posture.!
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Agentless and agent-based vulnerability scanning
Visibility on software and CVEs | Disc snapshots | Endpoint detection and response

Integrated data and insights

Defender for DevOps | Defender External Attack Surface Management
Entra Permissions Management | Hybrid and multicloud environments

Contextual cloud security and risk prioritization

Attack path analysis to prioritize risk | Intelligent cloud security graph
Custom path queries on cloud security explorer

Integrated workflows and remediation at scale

Regulatory compliance | Master group management
Multicloud Microsoft cloud security benchmark

Microsoft Security: a Leader in six Gartner Magic Quadrants?

and eight Forrester Wave™ categories.3




Key capabilities
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Visualize security
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Internet exposed EC2 instance with high severity vulnerabilities has read permissions on an AWS KMS
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Stop breaches
with proactive
attack path analysis
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Use graph-based attack
path analysis to explore
how attackers think.
Understand risk and
surface contextual threat
data to help prioritize
remediation and save
mitigation time.
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Manage security
policy and simplify
compliance

Centrally manage

security policies across
your cloud workloads.
Follow best practices with
benchmarks for multicloud
security compliance.

Azure Security Benchmark
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What customers are saying

"With Microsoft Defender for Cloud, we get real-time monitoring
across our entire environment, extremely useful recommendations,
and a single number visualizing where we are in our security efforts.”

Aurelien Schwartz
Chief Executive Officer and Cofounder
Metroscope

Learn more

» ESG Technical Validation

» Microsoft Defender for
Cloud Interactive Guide

» Defender for Cloud Blog

» Defender for Cloud
Tech Community

Protect multicloud environments
from development to runtime

" Cloud Security Practices and Priorities Report, Emerald Research Group, March 2022

Lowest compliance regulatory standards.
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Implement
security governance

Define and manage
security governance rules
at scale. Assign and track
responsibility with a
central view to improve
organizational efficiency.

metroscope

Customer story )

» Defender for Cloud in the field
video series

» Documentation and quick starts

Start a free trial P
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http://www.microsoft.com/security/business/get-started/start-free-trial
https://aka.ms/MDC-techvalidation
https://aka.ms/MDCScenarioGuide
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/bg-p/MicrosoftDefenderCloudBlog
https://techcommunity.microsoft.com/t5/azure-security-center/bd-p/AzureSecurityCenter
https://docs.microsoft.com/en-us/shows/mdc-in-the-field/
https://docs.microsoft.com/en-us/azure/security-center/
https://customers.microsoft.com/en-us/story/1503394167585782959-metroscope-energy-microsoft-security-solutions
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